
ExchangeDefender AntiSpam  
 

Evolve Technologies’ optional monthly subscription to ExchangeDefender, our AntiSpam/Email Security  

service, is available to our customers on a per computer basis. This service provides complete, massively 

redundant email security to protect your systems from spam, viruses, worms, spyware and other  

fraudulent or dangerous email messages. ExchangeDefender works with all mail servers and delivers flexible 

security with web-based policy management for users and administrators. 

 

This comprehensive service constantly performs a series of test scans to ensure that your email traffic remains secure: 

Malware Scan - Determines message validity and attachment acceptability. Flagged messages are disarmed and forwarded to the virus scanners. 
 

Virus Scan - ExchangeDefender references up to six different virus scanning engines to determine if any viruses exist within email attachments. 
                      If viruses are discovered they are automatically processed in accordance with your policy settings (delete, disinfect, quarantine, etc). 
 

Spam Scan - ExchangeDefender processes your emails through thousands of test scans to determine if they are spam or valid/clean emails. 
                       This service averages a successful rate of 98% spam identification with a false-positive ratio (when legitimate emails are mistakenly              
                       treated as junk mail) of less than 0.000004%. 
 

Content Scan - ExchangeDefender’s dynamic and “intelligent” use of its constantly evolving message database is the most comprehensive part of   
                            this email security service. It can determine if messages contain adware or spyware, if they are "phishing" with fraudulent  
                            content, if they contain adult or foreign content not suitable for your users or if they are simply things you do not wish to read. 

 

ExchangeDefender automatically applies your email security policy to each message it scans. The user-friendly web interface gives you instant access 
to your policy settings and allows you to define them quickly and easily. 
 

ExchangeDefender provides outbound content filtering as a core component of your email infrastructure. Stay off email blacklists and maximize your 
system resources by permitting only valid email traffic on your server. The system can also implement outbound policies that screen outgoing  
messages for confidential content and allow you to block, quarantine or forward any suspicious information leaving your organization. 
 

Each outbound message transparently creates a reverse, trusted-sender entry (whitelist) for your outbound email recipients. When you initiate an 
email to a contact, that email recipient will be transparently added to your whitelist and their reply to you will bypass your spam filters. 
 

ExchangeDefender LiveArchive 
 

If your server ever fails or is suspected to be offline for an undetermined amount of time, ExchangeDefender initiates access to a massive on-demand 
queue on a temporary server so your employees can access their email via the web or POP3/IMAP. Additionally, subscription to this service gives you 
a rolling 7-day “LiveArchive”, so you can access your mail even if your systems are offline. 
 

LiveArchive is a disaster-recovery, business-continuity solution. Your mail, in addition to being delivered when the server is up or queued (rerouted) in 
case it’s ever down, is also simultaneously delivered to a separate mail system on our network. We keep a real-time storage of the past seven days of 
your inbound mail along with your profile settings. When you can’t connect to your mail server, you’ll be able to connect to the ExchangeDefender 
LiveArchive server by visiting a simple web site. Access to your mail is secure, constant and immediate, even in the event of an emergency. 
 
Subscriptions to Exchange Defender are available at $5/user per month. Distribution lists and aliases are available at no additional cost. 
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